State of Utah

MOBILE DEVICE MANAGEMENT (MDM)
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1I0S Setup & Install
Instructions



On your internet enabled (3/4G or WiFi) Mobile device, open ANY Internet browser and
navigate to “http://mdm.utah.gov”
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2. In the Group ID field, enter “sou”, then select “Next”.
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3. Enter your UMD “username” and “password”, then select “Next”.
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Enter your credentials to
authenticate your device.

Username
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4. Select “Next” to the message from Safari (skip this step if you are not presented with it).

Safari Will Not Save Your
Password Because “utah.gov’
Requested Passwords Not Be

Saved

OK
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5. Select the device ownership type, by clicking on the drop down arrow, then select
“Next”. If you are not presented with this screen, please go to the next step.
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Additional information is
required to authenticate your
device

Device Ownership
[Corporate - Dedicated

The information | have provided on this form is
correct to the best of my knowledge
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You will be presented with the “Enrolling Device” screen (which requires no action).
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You will now be prompted to
begin installation of the
enrollment configuration
profile.

Tap Here if you are not prompted automatically.

< h @ O



7.

Select “Install”, “Install Now”, then select “Install”, to install the enrollment profile.
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MOBILE DEVICE MANAGEMENT
Enrollment
AirWatch Installing this profile will allow the
@ Verified M administrator at “https://
mdm.utah.gov/DeviceServices/
Description Enrollment Settings AppleM DM/Processor.aspx" to
Signed *.utah.gov remotely manage your iPhone.
Received Sep 25,2013 el el o
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settings on your iPhone. data, add/remove accounts and
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iPhone.

Install Now

Cancel

8. Select “Done”.
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AirWatch
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You will see the message stating “Enroliment Complete”. Press the HOME button.
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Enrollment Complete. At this
time, the system is ensuring
your device is secured and
configured. You may now
navigate away from this page.
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Upon pressing the HOME button, you will be prompted the set a passcode. Press
“Continue” to see a passcode now.

Passcode Requirement
You must set a passcode within 60

minutes.

Continue




You will be required to enter the passcode twice. The select “Save”.

11.
New passcode Re-enter your new passcode
Enter 4 or more characters.
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13. Select “Free”.
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14. Select “Install’.

App Installation
“mdm.utah.gov” is about to install
and manage the app “AirWatch”
from the App Store.

Your iTunes account will not be
charged for this app.

Cancel Install




15. You will be brought back the the App Catalog. Press the HOME button on the device.
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16. You will see the application installing. Once complete, open the “AirWatch” app.
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17. You will be prompted to select the use of “Location” services. This is a personal choice.

“AirWatch” Would Like to Use
Your Current Location

Don’t Allow

18. Through the MDM Agent, you will see your device status. Then click on the “Status” area.
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iPhone 5

iPhone 5th Gen
i0S-7.0

Q Device Enrolled

Q Compliant

Q Connectivity Normal

Device Details
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Q, Advanced
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My Device




19. Select “Login”.

My Device Status

Login

Current Status

Q Device Enrolled

@ compliant
Diagnostics

Q Connectivity Normal

@ Collect Logs

AA‘
My Device
20. In the Group ID field, enter “sou”, Enter your UMD “username” and “password”, then
select “Done”.
Cancel Password Done

Please enter your enrollment
credentials to access detailed
device status information.
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21. Your device has completed enroliment. Feel free to press the home button and carry on.

Sync Device

Current Status

Q Device Enrolled

Q Accounts Active
Q Compliant
Diagnostics

@ Connectivity Normal
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Managing your Device
Please log into the Device Self Service Portal to manage your own device. When you
contact DTS for device support, DTS will assist you in accessing the Device Self Service
Portal to manage your device.
The Self Service Portal can be found here: https://mdm.utah.gov/mydevice

To gain access to the Self Service Portal, enter the “Group ID” (SOU) & your Username
and Password. This will be the same as your UMD account. Select “Login”

Self Service Portal

Group 1D
Sou

Usemame

username

Passwaord


https://www.google.com/url?q=https%3A%2F%2Fmdm.utah.gov%2Fmydevice&sa=D&sntz=1&usg=AFQjCNFSx4or6hpF9Vptrz_xrji0GJvViA
https://www.google.com/url?q=https%3A%2F%2Fmdm.utah.gov%2Fmydevice&sa=D&sntz=1&usg=AFQjCNFSx4or6hpF9Vptrz_xrji0GJvViA

